
SaaS platform for awareness training and simulations designed to reduce human 

associated risks against cyber threats, augmented by AI and data science.

AWAKENESS
Intelligent Cybersecurity Awareness



Executive Summary

Mission:

Leverage AI and data science to profile and predict high-risk users, 

improve all employees’ behavior and engagement, 

reduce the likelihood of costly security breaches.

AI-Driven Cybersecurity Awareness: Defending Against the Human Factor

“Awareness is not the issue, human behavior is” (Gartner)



The Problem

70% 
of working adults took risky actions to bypass security knowingly. Cyber 

threats evolve faster than traditional defenses. 

Frequent Cyber Threats 

82%
of breaches are caused by user error. Traditional training methods are 

insufficient to combat sophisticated attacks. 

“Awareness is not the issue, human behavior is”  (Gartner)

User Behavior and Human Error

DORA, NIS2, GDPR, HIPAA, PCI DSS and best practices in cyber industry: ISO

27k1, NIST, reputational risks or face severe penalties of up to €20M or 4% from 

total global turnover (whichever is higher).

Regulatory Compliance

Cybersecurity Challenges: The Human Factor

Existing solutions are inefficient

⦁ Internally developed tools – limited 

IT capacity for proactive monitoring / 

awareness

⦁ Existing providers inflexible, difficult 

to use and navigate, inadequate 

reporting and have outdated content.

⦁ Generic training modules that fail to 

engage users.

Stats source: https://www.gartner.com/en/publications/employee-behaviors and 
https://www.arubanetworks.com/assets/eo/Aruba_DigitalWorkplace_Report.pdf





Our AI-powered platform tests and trains users, helping to 

prevent costly security breaches through proactive education.

Frequent Cyber Threats 

We use data science and machine learning to change employee 

behavior, reduce risks, and boost resilience with predictive analysis, 

personalized training, identifying high-risk individuals.

User Behavior and Human Error

Stay compliant with major standards like GDPR, HIPAA, PCI DSS, NIS 2, 

DORA and more.

Regulatory Compliance

Awakeness

✓Train and test everyone in the 

organization, personalize content with 

AI/data science, focus on industry, risk 

scoring and job role specifics.

✓Real, near real-time industry specific 

simulation, leveraging strategic 

partnership with international CERTs and 

spear phishing - user specific simulation

✓Aim to become a fire and forget 

platform, receiving pre-configured 

comprehensive reports

The Solution
AI-Powered Cybersecurity Awareness Solution



Customers’ Benefits

Meet and exceed compliance 

standards required in many 

industries, such as DORA, 

GDPR, HIPAA, PCI DSS, NIS 2

Regulatory Compliance Reduced Risks

70% reduction 
Cyber security awareness training leads to a 70% 

reduction in security-related risks in 2023.

Proactive Security Posture

Save $177,708 
on average by reducing data breaches 

with effective training.

Cost Savings

Reduce human-error-related 

breaches (82% of incidents involve 

a human element).

Stats source: https://keepnetlabs.com/blog/2024-
security-awareness-training-statistics 



The platform now



Set & Forget Intelligence

Schedule campaigns, assign tasks to the 

users. The platform goes on auto-pilot.

PersonaLearn A I – Awakeness Evolve

User profile- based, A I- tailored  

and testing , we use data science and 

m achine learning  to  chang e 

behavior.

ThreatReady Simulator

Real, near real-time industry specific 

simulation - strategic partnership with 

with international CERTs and spear 

phishing - user specific simulation

MultiThreat S im ulator

C om prehensive so lution for sim ulating  

channel cyber attacks, includ ing  

com binations of p latform s such as 

W hatsApp, SMS, and em ail.

Pro-active protection

Pro-active protection by safeguarding online 

online identities against domain spoofing and 

spoofing and phishing

Em ail Guard ian

Mail client add - on desig ned for O utlook 

Goog le Apps, em powering  users to  

their inboxes with enhanced security. 

Autom atically retract reported  em ails, 

prioritize and classify.

Unique Value Proposition

Intelligent Cybersecurity Awareness



Competitor Awakeness KnowBe4 Proofpoint Hoxhunt

Industry-Based Adaptive Content

User profiling & AI-Recommended Training and Testing

User-Centric Design

Fire and Forget – Autonomous Platform 

Pro-active measures

Industry oriented Real-Time Threat Simulator (CERT based)

Competitive Landscape



Thank You!

Find out more at:

www.Netland.ro

Get in touch with  us:

office@netland.ro  

https://netland.ro/
mailto:office@netland.ro

	Diapozitivul 1
	Diapozitivul 2
	Diapozitivul 3
	Diapozitivul 4
	Diapozitivul 6
	Diapozitivul 7
	Diapozitivul 8
	Diapozitivul 9
	Diapozitivul 10
	Diapozitivul 17

